pathlock SOLUTION BRIEF

Accelerate User Productivity in PeopleSoft
Campus Solutions

Gain Process Efficiency with Automated Workflows for Onboarding and
Offboarding Students, Faculty & Staff

At A Glance

Every year, colleges and universities across the globe onboard and offboard thousands of users into/from PeopleSoft. However,
managing the process of creating accounts, granting appropriate levels of access, periodically certifying access, and ultimately

deprovisioning users have traditionally been manual, resource-intensive tasks for IT teams.

Pathlock can help IT teams manage the entire PeopleSoft Identity & Access Management (IAM) lifecycle. Pathlock fully automates the

complex workflows that get users the access to PeopleSoft they require and remove access when students are no longer matriculating.

Pathlock integrates with PeopleSoft to enable workflows that are triggered when specific actions, such as matriculation or acceptance,
are taken in Campus Solutions. Thus, increasing the efficiency of account creation, provisioning, and ultimately de-provisioning -

reducing the inherent risk of leaving access privileges intact for users no longer affiliated with your institution.

Challenges:

Higher Education institutions have many different groups of users with different roles:

» Students - From application to matriculation, all the way to becoming an alumnus.
« Staff - Part-time student workers and regular staff accessing additional PeopleSoft applications like HCM and FSCM,
along with Campus Solutions.

« Faculty - Visiting lecturers, along with tenured faculty.

Onboarding and offboarding users can take time and be subject to error-prone processes that are overly dependent
on IT staff execution. For instance, if someone is absent from work or has neglected to complete specific tasks, these

IAM processes may be delayed.

Students, visitors, instructors, and staff may all have varied access needs for various applications (CS, HCM, FSCM).
Managing their access through spreadsheets, emails, etc., could be inefficient and make it easier for individuals to be
overly provisioned and access sensitive data. Additionally, IT teams find it challenging to use spreadsheets to maintain

a record of who has access to what resources and ensure that access is revoked when it is no longer needed.
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Solution:

[@] Pathlock directly integrates with PeopleSoft, thus making PeopleSoft the system of record for Access Management
workflows. IAM processes are triggered using PeopleSoft data and changes to user records. By automating these core
IAM processes, Pathlock reduces the workload for staff, increases efficiency, and ensures that all users are onboarded

and offboarded in a timely and consistent manner.
Pathlock allows intuitions to do more with less while enhancing security and increasing process efficiency.

Additionally, Pathlock helps you:

Ensure faster access that users (students, staff, faculty) need on day 1

{‘:/} » Quickly provide users access to their schedules, financial aid, add/drop classes, communities, HCM self-service, etc.
« Reduced human error while making users productive faster.
» Automate manual access approval and request processes in financial applications, like FSCM, to increase efficiency

and compliance.

Manage users with multiple roles

Users leverage the same credentials to log into multiple applications, simplifying and streamlining processes while

reducing login issues and provisioning errors.

Help your IT team streamline onboarding/offboarding processes and reclaim hundreds of man-hours better spent on

strategic projects designed to improve student outcomes.

Schedule a demo with our PeopleSoft Identity and Access Management experts to find out how

Pathlock enables colleges and universities to automate the entire identity lifecycle of all users.

About Pathlock

The Pathlock platform protects the leading ERP systems and enterprise business applications and

the critical transactions they power. Our application governance solutions help companies enforce 8111 Lyndon B Johnson Fwy,
GRC controls and take action to prevent loss. Enterprises can manage all aspects of application Dallas, TX 75251

: . . : O . c Phone: +1469.906.2100
governance in a single platform, including user provisioning and temporary elevation, ongoing

user access reviews, control testing, transaction monitoring, and audit preparation.
©Pathlock. All Rights Reserved. All logos,
company names and product names,
mentioned herein, are property of their

@ ththCk www.pathlock.com respective owners.


https://pathlock.com/

